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[. 3aranrHi no.rroxeHHq
1' IIe llonoxenHt crBopeHe ei4noni4no ao p.^oren4aqifi po6o.roro opraHy paruuaqioHalrHoi 6esrerz i o6oponu Yr<painz - Haqion€LrrbHoro KoopAzHaqifinoro ,.enrpyri6ep6esneKI4 nrITaHb uloAo rrainirraisaqii r<i6epsarpo3, noB'.f,3aHrrx is NaeceHAXepoM Telegram.2' [Ie [oJro)KeHHt BkI3Ha'ae oprauisarlifiHi ra rexni.*ri saxo4z rrloAo Br4KoprzcraHH,Telegram Ha KrI KMp <<Kanr'.sHcrra TIIK>, (qa i - rli4npueucrno).
3' Tep^tiHZ, trIo B'4KopI'IcroByrorbcr y AaHoMy rloroxeHni uaro* TaKe 3HarreHH.,r:Opzanisa4iilni eoxodu

opranisaqii.,pu,,i,"";;;;",J"*""u;ff lil;l'JJTr#J:,"'f;ilT#i"TI;;iTX
qznnuxin niA .rac rpyaonoi risnrHocri.

Texniqni saxodu- IIe 3axoAn, qo :a6esne.ryrou 6esreqni i neurxi4lzei yvronz npaqi,Ta nos'sgaHi 3 BrIpoBaA)KeHH-{M HoBoro o6na4nanux, upzcrpoin i uprana4in 6esneKra i6egneqnoro eKcnnyaraqiero saco6in nzpo6nzqrea.
I{uQpoea eieieua - ue npaBl4la noee4iHKz B Inrepneri, nvrinnx cro)Kr4Barz inSopuaqiro

Ao3oBaHo' Qinrrpysark iT ra AorpplMyBarprcb rpaBzn xi6ep6esnerz: s6ep iraru naponi eua4ifinouy ruicqi, Hixorury He AaBarr4 insopvrarli. .rpo 6anxiecrKi *upr", #;;;;"

II' opraHiraqiftHi 3axoAlr lrloAo Br{KoprrcraHHc Teregram na rri4npzervrcrei1' lIpaI{inHI4KaM lli4npzeru crBa, 
'^LrM 

sri4no 3 [ocaAo BprMLr o6on,rgKaMr.r HaJrex[TbBHKoprIcraHHfl c'[yx6oeHx craqionapHl'rx' 
''opra;rLrBHLrx(Hoyr6yrin), uo6inbHurx (nnanurerin)r<ouu'rotepin' craqionapHlrx' uopr drwBHLrx(Hoyr6yxin), nao6inbHprx (unanurerie)ronan'torepie' sxi Bl4Kop'4croByrorbcq B cnyx6oni fi Aiwrcrrocri lli4npzerracrBa, a TaKox

Brl Kopkr cr aH"'fl Cnyx60nzx lro 6ilrHzx rene$ouie sa 60 poH rru :

l) uepe4anHr insopNrallii, tKa BzKopzcroByerbcr B po6ori qepe3 MeceHAXep Telegram;2) zgiircneHH's rovrynir<aqifi si cnyx6onoro Meroro 3 Br4lropucraHHrM MeceHAxepaTelegram;

3) ncraHoBJrroBarlt ra BI4KopHcroByBar xrienr MeceHA)Kepa Telegram Ha cn;rx6onuxKoM['rorepax (upzcrpof,x) ra oco6ucrl/rx KoMrr'rorepax (upzcrporx), arci BLrKopkrcroByrorbc_rr
n clyx6onift 4ixnrnocri lliqnpr4eMcrBa;

4) nurcopucToByBar'4 ee6-eepcii naeceuAxepa Telegram Ha cnyx6onux KoMn,rorepaxnpLlcrpoux) ra oco6vrcrux KoMu'rorepax (npzcrporx), ari rzropLrcToByrorbc, B cnyx6onifi4ialruocri lli4upzeMcrBa.

III' Texniq'i saxoAlr qoAo o6ruexenHq BHKop[craHHc Telegram na rrigupuerucrei(nnpona4'Kyerbcc B 3aJrelr(Hocti e 
"u""rr"r sacooie rcioep6esnercu)Biaainou npolpaMHoro ra ronau'torepHoro sa6esneqenna (a6o iuurvna anaroriqnzucrpyKrypulrvr niApos4ilovr, y pa3i nixsiaaqii ezqesasHarreHoro nilposainy) eupona4r(yrorBc{uacrynni rexniqni 3axoA'4 (y pa:i HatBHocri rexniqurx Mox{Jrr4Bocreft nnpona4xenn.a):



1

1) sa6esneqeHHr $inrrpaqii rpa$iry Telegram Ha pinni $afipeona (NGFW), cI4creMI4

Br4{BJreHHr BrpyqaHb (IPS)upor<ci-cepnepa. [tm Ilboro HzularrlroBylorrc-tr npaBvna Anfl

Qilrrpauii (6norynannx) rpa$ir<y Ha cepBepra Telegram ra 3 HLIX, y BI{rIaAKy ni4cytrocri
rexni.rurrx Molrilr,rBocreft - crBoprorcTbcr npaBr4Jra, uo sa6opoHrrorb 3B'q3oK 3 AoMeuauv, xri
Br,rKopr4croByro Telegram ;

2) crBopeHHr oKpeMoro Mepe)r(eBofo cerMeHry (VLAN) Nrfr nplacrpoie, is .flKux

sAificnroerbcr caHKuiouoeaHprfi 4ocryn 4o Telegram;

3) creopenHs siAuoeiAHrax npaBrrn 4nr 6es4poroBoro cerMeHry (mruo na lli4npzeNacrei

nepe46aueHe BI4Kop prcr aHwfl, 6es4poronux (Wi-Fi) rraepex) ;

4) sa6esueqeHHs Qinrrpaqii Telegram qepe3 HaJrarnryBanHfr crrcreMpl AoMeHHI,rx lMeH

DNS;

5) HanauryBaHHr pinrennr Anr 3axr4cry rinqeeplx rorroK (anrznipyc, EDR roqo), ari
Marorb Synrqil KoHTpoJIro AoAarxie, ua 6nor<yea:r^Hfl. Telegram;

6) HaJrarrryBaHHr rpyrroBlrx uolirur B cepe4onuqi Windows, Nrfl, o6Nrexenns

Mo)KJrr4Bocrefi ropracryea.rin BcraHoBJrroBarr,r ra Br4Kopr4croB)rBarra Telegram na cnyx6oBllx
rouu'rorepax;

7) nanaul BaHHfl MexanisNaie NaoHiropr :ry Ta peecrpaqii uoaifi 6egneru Nrfl.Br4flBneHH.fl

cnpo6 Aocryny 4o Telegram;

8) nepioanrrHe oHoBJreH s rexni.{Hr4x 3axoAin 6roryeaHHfl 3a4lrfl. BpaxyBaHns sNIiH e

inQpacr-pyKrypi Telegram.

IV. C nrcqioHonaunfi Aocryn qo Telegram
1. Cepe4 npaqinnrar<is lI AnplreMcrBa Moxyrs 6yru oco6u, IKI,IM griAHo 3 nocaAoBrrMl4

o 6os' qgxaMr,r Harrexzrb BrrKopl4craHHt Telegram.

2. llepenir< raKr4x oci6 3arBeppr(yerbcr nuyrpi niru AoKyMeHroM (nara":,

po3noprA)KeHHt rorqo).

3. y pa3i neo6xiAHocr Br4Kopr4craHnfl canxqiosoBa oro Aocryry Ao Telegram,

npaqinuur go6oe'ssaHuiT. ni4roryearr4 Ha ivr'r ,{upeKTopa crryx6ony 3anl4cKy is 4eralrnzvt
o6ryyuryBaHHrM neo6xiAnocri Br4KoplrcraHHfl Telegram ra is BKa3aHHtM nocaAoBl4x

o6oe'sgrie, sri4no 3 rKlrMr4 npaqienuKy Hanexr4Tb BI4KopI,IcraHHt Telegram.

4. llepe4 3arBepA)KeHHflM y,{uperropa, cJry)K6osi sanzcKl4 noBI{Hni npofirrz npolleAypy

roroAxeHHr y nocaAoBoi oco6ra (uoca4oeux oci6), eiAnoeiAarrrHol (ni4noni4amnrax) :a
KoHTponb 3a Aorpr4MaHHtM BrIMor Ilboro lloroxennq.

5. llpauinHr4Krr ni4npraeucrBa, ari orpzvrarll4 caHKrlionoeaHLrft 4ocryn 4o Telegram

n oeuHH i Aorpl4 MyB artrc fl, BI{Mor qI,r Sp onoi ririenu.

V. Braruorn ao quQpoeoi ririeHu
1. He BprKopr,rcroB)tsarlr Telegram Anr orpprMaHHs in$oprr,raqii, He roB'qsaHoi is

Br4KoHaHHrM rroca.IloBl4x o6os'ssxie.



2.He lepeAaBaru HoMeprr 6anriscrKux paxyrrKis ra KpeAUTHrrx KaproK.
3. He repeAaBaru PlN-rco.qn.

4. flpra otpzuanni uoni4onnreHHq is ganurou oco6ncroi inQoprraarlii,
o6epexnnMrr: He HarucKarll nocnrraHHr ra He :na1aBartr oco6llcri ,qani, AoKr4
nuenueui, rqo nrrcr cnpanxuifi.

5. He 3aBaHTaxq/Barlr $afitu, rlo Marorb
po3lnupeHHs.
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